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[MocneaHue puum BesonacHoCTU

'JJ Digital B iOS u Android
Security
* NccnepoBatenb MHOGOPMALMOHHOMN |

=

6e3onacHocTu B Digital Security

* Pepaktop pybpuku B )KypHane Xakep

* YyacTtHUK RO Crew 1 moagepatop
npoekTa (reversedyou)

* EBaHrenuct radare2

* AHann3 MOBUABHBLIX NPUNOKEHUN
ansa Android n iOS

* JloKnagumk Ha pas/INYHbIX
KOHdepeHumax
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[MocnegHue puun 6e3onacHOCTU

'JJ D|g|ta| B iOS n Android
Security

1. O0Owmn B3rnaa Ha 6e3onacHOCTb MODUNBbHbBIX
NPUNOXEeHUN

2. HoBble mexaHu3ambl B iIOS
3. HoBble mexaHnambl B Android
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# B - be3onacHoOCTb
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[MocneaHue puum BesonacHoCTU

'JJ( Digital B iOS n Android
/' Security

Mopaenu 3JTIO0YMbIWJTEHHUKA

1. 3NOYyMBbILLSIEHHNK C PU3NYECKNM
OOCTYMNOM K YCTPOUCTBY

2. 3N0OYyMbILSIEHHNK, HE NMEIOLLINN
OO0CTyna K yCTPOUCTBY, Haxo4sLMNCs
PAOOM™ C XXepTBOU

3. 3NOYyMbILWNEHHWK, YCTaHOBUBLLUIA
BpenoHocHoe 10O Ha ycTponcTBo

XKEepTBbl

* - pAOOM 3TO MOHATME OTHOCUTENbHOE.
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[MocneaHue puum BesonacHoCTU

'JJ Digital B iOS 1 Android
Security

I0S

Touch ID no ymonyaHuio Tenepb UCNOSMb3yT 6-3HaYHbIN
naposrib BMECTO 4-x

[NobaBunacb aByxdaktopHas aBsTopusauus ans iCloud
[Moooepxka IKEv2

[lo6aBMnocb gManoroBoe OKHO MNP MOMbITKE OTKPbITUSA
NMPUNOXEHNEeM APYroro NpuUoXeHus
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'JJ D|g|ta| B iOS n Android
Security

I0S

mwe
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« [lobaBunacb BO3MOXHOCTb yaanuTb CTOPOHHUE
npunoxexma ans oobHoenenusa OC
« [oBaBunun ceptndounkar paspaborymnka
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[MocnegHue puun 6e3onacHOCTU

'JJ D|g|ta| B iOS n Android
Security

App Transport Security (ATS)

« KoHTpornb paboTbl MO OTKPbLITbIM KaHanam nepenayu
OaHHbIX

« 3anpellaeT paboty No HesaWwULWEHHOMY KaHany

* [losiBunock iOS 9.0

e [lo ymonyaHuio BKIHOYEHO AN
NSURLConnection, CFURL U NSURLSession API

l & Y.«

mwe
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‘NnC
NckntodeHua ona ATS D

* NSExceptionDomains B Info.plist

* Twunbl UCKNIOYEHUN:

NSExceptionMinimumTLSVersion
NSExceptionRequiresForwardSecrecy
NSExceptionAllowsInsecureHTTPLoads
NSRequiresCertificateTransparency
NSIncludesSubdomains
NSThirdPartyExceptionMinimumTLSVersion
NSThirdPartyExceptionRequiresForwardSecrecy

NSThirdPartyExceptionAllowsInsecureHTTPLoads

O O O O O O O O

10

© 2002—2016, Digital Security



[MocnegHue puun 6e3onacHOCTU

'JJ D|g|ta| B iOS n Android
Security

[Mpumepbl pabdoTbl ¢ ATS

ATS ans Bcex, C O4HUM UCKNIOYEeHneM

¥ NSAppTransportSecurity + & © Dictionary

v NSExceptionDoemains Dictionary

¥ media.example.com Dictionary
NSIncludesSubdomains Boclean

NSExceptionsAllcwslInsecureHTTPLoads Boclean

ATS oTKno4yeHa, ¢ oAHUM UCKNIOYeHUuem

¥ NSAppTransportSecurity » Dictionary
NSAllowsArbitraryLoads Booclean

¥ NSExceptionDemains Dictionary

¥ secure.example.com Dictionary
NSExceptionsAllowsInsecureHTTPLocads Boolean

Y o Y.«
D

(1 item)
(1 item)
(2 items)
YES
YES

(2 items)
YES
(2 items)
(1 item)
NO
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# Android

p. S
l'l
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[MocnegHue puun 6e3onacHOCTU
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Security
p- -
#
« Android 5.0 == API 21 == Android L(ollipop)

Android 5.1 == APl 22 == Android L(ollipop MR1)
Android 6.0 == API 23 == Android M(arshmallow)
Android N?

Angel Cake Battenberg Cupcake Donut Eclair Froyo Gingerbread
Android 1.0 id 1. Android 2.3

Android 1.1 Android 1.5 Android 1.6 Android 2.02.1 Android 2.2

o = )

& 59 U S
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[MocneaHue puum BesonacHoCTU

'JJ Digital B iOS n Android
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HoBas mogenb pa3pewieHnss ¢ Android M

an>0Id

« 3anpoc paspewieHun B Post-install/run-time
ContextCompat.checkSelfPermission

 MOXXHO 0T3bIBaTb pas3peLleHnsd
Settings -> Apps -> app-name —>
Permissions

* [pynnbl paspeLllueHni:
normal, dangerous, signature, signatureOrSystem,
system, development, appop

« Ecnutarget SDK < Android M, To BCe paboTaeT Kak u
paHblLle (HO MOXET OT3blBaTb pa3peLleHns)
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[MocneaHue puum BesonacHoCTU

'JJ Digital B iOS 1 Android
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Mynbsrunons3oBsatenu ¢ Android 5.0

[loooepkka MyrnbTMakkayHTOB U Npodoansios

an>0Id

* [ocTeBOU peXnm
« Screen pinning
« Smart Lock

Use screen pinning?
Screen pinning locks the display in a single view.

To unpin, touch and hold Back and Overview at the same time.

Ask for PIN before unpinning

NO, THANKS STARY
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Android Runtime (ART)

* Bnepsble nosasunca B Android 4.4

e C Android 5.0 3amenun Dalvik

« ART komnunupyet (ahead-of-time (AOT)) npunoxeHne BO
BpEMSA YCTAHOBKMU

« ObpaTHasi COBMECTUMOCTb

« C Android 6.0 obpaboTtka npaB Ha nhewlnstance()

an>0Id

The life of an APK Rt
¢ Danger source DexFle - APK package
O EC” N J NI ' Rt ca . install
o HecTaHoapTHbIN KOA R T
o Ou4ucTka namaTu... . . _ -

o 1 6
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Security-Enhanced Linux (SELinux)

 MaHpatHoe ynpasneHune goctynom (Mandatory Access
Control, MAC)

« Bce 4To He paspelleHo, TO 3anpeLleHo
« Discretionary access control (DAC)

* Bnepsble nosasunockt B Bepcun Android 4.3 |-
* Permissive mode (kypHan)

» [lonHast nogaepxka ¢ Android 5.0
« Enforcing mode for all domains (kpome kernel u init)

an>0Id
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Other SE(curity) c Android 5.0

an>0Id

« FORTIFY_SOURCE- libc doyHKUMK: stpcpy (),
stpncpy (), read(), recvfrom(), FD CLR(),

FD SET() u FD ISSET ()

* non-PIlE linker support removed
* Cryptography SSL/TLS — BkntoyeHbl TLSv1.1 & TLSv1.2

* Bugs...bugs...bugs...
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[MocneaHue puum BesonacHoCTU

'JJ Digital B iOS 1 Android
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Storage Access Framework

* [logBunack B Android 4.4
* Ynydwwunack noggepxka B Android 5.0

* CTOpPOHHME NPUIIOXKEHNS MOTYT 3anNpPOCUTb OOCTYnN K
oTAernbHbIM hannam Unn QUPEKTopmUAM

an>0Id

« Bsaumogencteute 4epes
Intent .ACTION OPEN DOCUMENT TREE

B 6.0 wndgposaHne n yny4yilleHne gonnamsaTtu
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Auto Backup B Google Drive ¢ Android M

an>0Id

« [lpouncxogut kaxgble 24 4yaca
« [loxoxe Ha ADB backup

o OTKnoYyaeTca ¢ nomMoubo “android:allowBackup” B
3Ha4YeHnn false B AndroidManifest.xml UNn ykasbiBaem

yeped android: fullBackupContent

B backup He nonagatot dbavnbl:

o C BHeluHero HocuTens
getCacheDir () UMW getCodeCacheDir ()

o Ckawa
getExternalFilesDir ()

o QObpabaTtbiBaeMble Kak He ans backup
getNoBackupFilesDir ()
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Confirm Credentials ¢ Android 6.0

an>0Id

 [MpoBepka nepen BaXHbIM AENCTBUEM, o e
4YTO YCTPOWCTBO Y Nonb3oBartens (Unm Kak Confirm your patterr

Use your device pattern to continue.

OAaBHO Mnonb3oBarterib pa3dbnokupoBarcs)

CANCEL

setUserAuthenticationValidityDurationSeconds ()
createConfirmbDeviceCredentialIntent ()

e XOpPOLLO TOMNbKO B COMETAHUU C KNOYaMMU:

KeyGenerator wmnm KeyPairGenerator

21
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'JJ Digital B iOS n Android
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Fingerprint API ¢ Android 6.0

an>0Id

 Knacc FingerprintManager U METOO authenticate ()
<uses-permission
android:name="android.permission.USE FINGERPRINT" />

 TecTupoBaHue:

adb -e emu finger touch (API => 24)
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YBepgomnenus ¢ Android 5.0

e JOneMeHTbl Ha 3KpaHe bnoknposku (by default)

* setPublicVersion ()- ANgA BKNHOYEHUA
COKpPbITUS

 setVisibility() v 3agante BUOUMOCTb

YBEOOMITEHUS:

0 VISIBILITY PRIVATE: NOKa3blsaTh OCHOBHbIE
cBeleHUA, TakKme KakK 3Ha4o0K, HO CKpPpbIBAaTb BCE
OCTallbHblE

O VISIBILITY_PUBLICZ NnokasblBaTb BCE yBeJoMJ1eHNE

0 VISIBILITY SECRET: HUYETO, KPOME NKOHKM

an>0Id
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[MocneaHue puum BesonacHoCTU

'JJ Digital B iOS n Android
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HosoBBeneHusa B WebView ¢ Android 5.0

* setMixedContentMode () — yCTaHOBKa peXxuma co

CMeWwEeHHbIM KOHTEHTOM

o MIXED CONTENT NEVER ALLOW —no ymonyaHuto ans API Level >= 21
o MIXED CONTENT_ ALWAYS ALLOW - no ymon4yanuto anst APl Level < 21
o MIXED CONTENT_ _COMPATIBILITY_MODE

* setAcceptThirdPartyCookies ()— paborta co

CTOPOHHUMW cookKies

o [Ona APLI Level < 21 — paspeLlleHo N0 yMO4YaHuio
o [Ona APl Level >= 21 — 3anpewieHo nNo ymon4yaHuio

« WebViews nony4yatotr obHoBrneHusa 4yepes Google Play
 Knacc PermissionRequest - OOCTYM K 3alUULLEHHbLIM

pecypcam, Takum Kak kKamepa 1 MUKPOJpoH

an>0Id
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android.os. StrictMode API ¢ Android M T
ciND0OID

° 3ar|peT Ha OTrNpaBKy AdaHHbIX MO HE3alWNLWEHHOMY

KaHany
* detectCleartextNetwork ()

O penaltyDropBox () — 3alnCb B fior
o penaltyDeathOnCleartextNetwork () —crash
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HoBbin aTtpmnbyT ceTeBon 6e3onacHOCTH

« C Android 6.0

* <application
android:usesCleartextTraffic=["true" |
"false"]>
o llo ymonyaHuio true, ecnn He onpeneneH.
o Ecnun B false, TO npunoxeHne ynaget npu paborte

yepe3 HTTP emecto HTTPS.
» [losiBrneHne HoBOro knacca NetworkSecurityPolicy

1sCleartextTrafficPermitted ()

an>0Id
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CookieManager class ¢ Android 5.1 T

an>0Id

* YnpaBnset cookies npunoxeHusa BHyTpu WebView
 MeTtoapbi:

O O 0O O O 0o OO0 O O

removeAllCookie ()
setAcceptThirdPartyCookies (WebView, boolean)
acceptThirdPartyCookies (WebView)
setAcceptCookie (boolean)
removeSessionCookie ()

removeExpiredCookie ()

setCookie(String, String)

getCookie(String)

acceptCookie()
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App Linking ¢ Android M

« TonbKo onpeageneHHoe NPUNOXeEHNEe MOXET
obpabartbiBatb URL 1 gormkeH ObITb 4OCTYNEH CanT
« Ecnu npunoxeHne He yCTaHOBIIEHO, TO MOSIBUTCS OKHO

OTKPbITb C NMOMOLLbHO...
<ilntent-filter

android:autoVerify="true">. ..
<data android:scheme="http"
android:host="www.android.com" />
</intent-filter>

an>0Id
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BesonacHasa pabota ¢ Service ¢ Android 5.0 i

an>0Id

* MoandpuuympoBaHo noeseneHme
Context.bindService ()

« Heobxoaonmo ucnonb3oBaHue ABHOro Intent
intent.setPackage ("com.example.app") ;
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3awmTa ot tapjacking ¢ Android 5.0

an>0Id

« Heobxooumo yctaHoBUTbL aTtpmnbyT ansa View

android:filterTouchesWhenObscured="true

e Unn nporpamMmHbiM NyTem
view.setFilterTouchesWhenObscured (true) ;

OTO Mo3BONSET OblTb YBEPEHHLIM, YTO TaynM He OyayT OTnpaBrieHbl
BaLlueMmy activity, korga View Opyroro npunoXxeHusa nepekpbiBaeT Balle
activity.
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IPC n Manifest

« BbesonacHocTb B Android Ha4ynHaeTcsa ¢
AndroidManifest.xml

o HacTpounkn npoekTa
androlid:debuggable=["true" | "false"]

an>0Id

o J3anpawmBaemble npasa
<uses—-permission>

o [HocTyn K KOMMOHEHTaM
android:exported=["true" | "false"]
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HoBbie duan. Android N |ﬁ|

an>0Id

* #BHO yKasaTb - UICMNOSb3YyeTcs OTKPbITbIN Tpadduk nnu

HeT

+ Paspenenve MediaServer ... -
« IUser-ceptudumkarsl ==

« Storage Encryption —

e Seccomp — Sandbox e

« YnydweHne ASLR :;"':c.......,

» [lpoBepka BOOT T
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¥ oYy
# 3aknoyeHne TOM

an>0Id

 MobunbHble OC pa3BnBaroTCA NOCTOSIHHO
* MexaHnambl 6e30MacHOCTM TakKXXe COBEPLUEHCTBYIOTCS
« 3anmmcTBylOT nydllee!?...

P
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#P.S.

Cneavm 3a U3MEHEHUAMMU:
« iOS:
o https://developer.apple.com/library/ios/releasenotes/General
/WhatsNewlIniOS/Articles/iOS9 3.html
o https://developer.apple.com/library/ios/releasenotes/General
[I0OS90APIDiffs/
 Android:
o http://changes.droidsec.orqg/
o http://androidtamer.com/android-security-enhancements/
o https://source.android.com/security/
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[MocneoHne dpwunum 6e3onacHocTu B iIOS 1 Android

Cnacunbo 3a BHMMaHue!
Bonpocobl?

Digital Security B Mockse: (495) 223-07-86
Digital Security B CankT-Iletepbypre: (812) 703-15-47

@ b.ryutin@dsec.ru

GQ @dukeBarman
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