Bnagnmup Kpacunbiwynk, Luxoft, CaHkt-lleTtepbypr

4YTO Hago 3HaTh O JIOrMPoBaHNU
nparmMmaTu4HoOMy Java-nporpamMmmunCcTy

C\g—? .
C ) Jpomt
MockBa, 2016

1



O yem noksan



O yem noksan

 YTO ObI/IO HE TaK C JIOTMPOBAHUNEM Ha MPOeEKTE X



O yem noksan

 YTO ObI/IO HE TaK C JIOTMPOBAHUNEM Ha MPOeEKTE X

e YTO Mbl 3axoTen N3MeHUTb



O yem noksan

 YTO ObI/IO HE TaK C JIOTMPOBAHUNEM Ha MPOeEKTE X
 YTO Mbl 3aX0TeSIN UBMEHUTDL

 YTO y HAC NOJIy4n10Cb



O yem noksan

HTO ObIJIO HE Tak C NOMMPOBAHMEM Ha MPOEKTE X
HTO Mbl 3aX0TeSIM UBMEHUTL
HTO Yy HAC Noay4YnIoCh

Hemy Mbl HAY4YNINCb
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/1Ba c/ioBa O NPOoeKTe X

e ~40 MMNKPOCEPBIKCOB
 >710 NeT B NpoaakLlueHe

o ~20 cepBep-cana Java-O0eBenonepos
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41O H6bINO

B pa3HbIx MUKPOCEPBUCAX NCMOb30BaSINCH Pa3Hble BOIMOTEKMN NOrMPOBaHNS

e [1ntoC: cTaHOBULLILCA  MwuHyc: big data, high-load,
"HEeJO3KCNEePTOM™ B Pa3HbIX reactive, NMBO N OETW NPOXoaaT
onbnoTeEKaxX NOrmpoBaHnS ... MUMO MOKa ...

. NOKa Tbl BCINMTOMWHaELLb KaK MpaBNJIbHO TNMNCaTb B 3TOM MNKPOCEPBUCE
1) og.info (Y“userName is {}”, name);
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2) log.info (String. format (“userName is %$s”, name)) ;
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41O H6bINO

“Jars Hell” bmnbnnoTtek normpoBaHs

e [|ntoc: o4eHb NHTEPECHO e MuHyC: 3a0bIBa€ELLIb B KAKOM
0a3dMPaTHLCS B KJjlaccnace, Tbdy, KJ1acCe
XUTPOCMJIETEHUAX TBOWV PEOEHOK

"KNaccrnacoCTpOEeHNA”



41O H6bINO

~/microServicel
/apache—-tomcat
/bin

/conf
/logs
~/microService?2
/apache-tomcat/
/bin

/conf
/logs
~/microServiceN
/apache-tomcat
/bin

/conf
/logs
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41O H6bINO

APXBMPOBaHME TOroB AeNanioch pyyYkamMun: crontab + sh-ckpunT

e [111OC: Tbl KOHTPOJIMPYELLb * MUHYC: HO HE KOHTPOJIMPYELLIb
BCE CaM aMVHOB, KOTOPbIE ...

... KOTOPblEe BCE-PaBHO MOIYT CHECTU gNU YTUIIUTY, UCMONb3YEMYIO
B Sh-CKpuNTe B NpodaKLLeHe W yoanuTb pacnmcaHue 13 crontab
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|~/microServiceK
---/apache-tomcat
E— /bin



41O H6bINO

|~/microserviceK
---/apache-tomcat
E— /bin

e [1ntOC: OOHOBNEHME TOMKATA
00O HOBOW BEPCUN CTAHOBUTCH
NHTEPECHOW 3a0a4el



41O H6bINO

|~/microServiceK
---/apache-tomcat

| ------- /bin
E— /conf
----—-- /logs
B /archive
e [1nrOC: OOHOBNEHME TOMKATA e MuHycC: “Zaecb 6bl/10 XECTOKO
10 HOBOW BEPCUN CTAHOBUTCH YOUTO Bpems ™™

NHTEPECHOW 3a0a4en

* - HaOnMcb Ha napTe B pogHom Cl16I o TY “JIoTN®
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41O H6bINO

CBoW Benocunen co ctatmyeckumMm metogamMn Log . debug () , Log.info (), ..

e []nOC: HE HAOO ABHO e MWHyC: HeHaae>xHas
VKasblBaTb M4 Jiorepa MMMemMeHTaums ...

. hew Exception () .getStackTrace () [4] .getClassName ()
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o OOHa TEXHONOMMIKO NOrMPOBaHUA Ha BCE MUKPOCEPBUCH

e 136aBUTLCA OT crontab+sh onga apxmBrpoOBaHA JTOrOB
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Y9TO 3axXoTen I NBMEeHUTb

e OgHa TEXHOIOMMIO JIOMMPOBAaHNA Ha BCE MUKPOCEPBWCHI
e 136aBUTLCA OT crontab+sh onga apxmBrpoOBaHA JTOrOB

e YNOPAOOUYNTb apXnBbl BCEX MNKPDOCEPBMCOB
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Y9TO 3axXoTen I NBMEeHUTb

OOHa TEXHOJIOTMIO JIOTMPOBAaHNA Ha BCE MUKPOCEPBICH
136aBUTLCA OT crontab+sh Ons apxmBMpPOBaHWUS J1IOrOB
YNopagoyinTb apXmBbl BCEX MUKPOCEPBICOB

YO0OHO NpocMaTpyBaTh U CKavvBaTb 10 9 aHam3a
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Y9TO 3axXoTen I NBMEeHUTb

OOHa TEXHOJIOTMIO JIOTMPOBAaHNA Ha BCE MUKPOCEPBICH
136aBUTLCA OT crontab+sh Ons apxmBMpPOBaHWUS J1IOrOB

YNopagoyinTb apXmBbl BCEX MUKPOCEPBICOB

Y0oOHO NpocMaTpuBaTh 1 CKavmBaTb J10rv 0119 aHaIM3a

/1 y>Ke 3a0bITb MPO JI0M 1 HaYaTh XUTb ...

10
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A Kakme onomoTekn ecTb”?

1. Java Util Logging (JUL/JDK)
2. log4

3. Logback

4. log4] 2

5. Apache Commons Logging (JCL)

O
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A Kakme onomoTekn ecTb”?

. Java Util Logging (JUL/JDK)
l0g4]

. Logback

l0g4| 2

| — —

. Apache Commons Logging (JCL)

. Simple Logging Facade For Java (SLF4J)
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. Java Util Logging (JUL/JDK)

. Logback

. Simple Logging Facade For Java (SLF4J)

A Kakme onomoTekn ecTb”?

l0g4]

l0g4) 2

. Apache Commons Logging (JCL)
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i Sowke Logolng
i t=——= Facade for Java
NS —
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ObLwmn noaxon B JIOrMpoBaHNN
Ha 1-1 kKBapTan 2016 roaa

* Logger
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ObLwmn noaxon B JIOrMpoBaHNN
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 Logger  Appender
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ObLwmn noaxon B JIOrMpoBaHNN
Ha 1-1 kKBapTan 2016 roaa

 Logger  Appender

* “In-team-Haqa cBa3b Logger—>Appender
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> Logger logger

|_ogger

Loggertactory.getLogger (name) ;

16



o Logger logger

|_ogger

Loggertactory.getLogger (name) ;

> name = “vasiliy pupkin”;
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o INamme

o nalne

o Logger logger

|_ogger

Loggertactory.getLogger (name) ;

“vasiliy pupkin”;

SomeClass.class.getName () ;
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o rnalne

|_ogger

Loggertactory.getLogger (name) ;

- Logger logger

- name = “vasiliy pupkin”;

SomeClass.class.getName () ;

- Yru.spb.luxoft.x.y.z.5SomeClass”
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Logger logger

|_ogger

Loggertactory.getLogger (name) ;

name = “vasiliy pupkin”;

name

“ru.spb.luxo:

“ru.spb..

SomeClass.class.getName () ;

t.X.y.z.5omeClass”

LU XO

- 3TO poauTesb ONA

“ru.spb..

o~

LU XO

C.X.V.z.50meClass”
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|_ogger

Loggertactory.getLogger (name) ;

Logger logger

name = “vasiliy pupkin”;

SomeClass.class.getName () ;

name

“ru.spb.luxoft.x.v.z.S5omeClass”

“ru.spb. luxo:
“ru.spb.luxo:

= 9TO poauTenb AN
C.X.V.z.50meClass”

o~

root<—ru<—spb<—luxoft<—x<—y<—z<—5omeClass
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o rnalne

|_ogger

Loggertactory.getLogger (name) ;

- Logger logger

- name = “vasiliy pupkin”;

SomeClass.class.getName () ;

- Yru.spb.luxoft.x.y.z.5SomeClass”

- “ru.spb. luxo:
“ru.spb.luxo:

= 9TO poauTenb AN
C.X.V.z.50meClass”

o~

- root<—ru<—spb<—luxoft<—x<—y<—z<—5omeClass

root<—vasilly pupkiln
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|_ogger



|_ogger

logger.in:

o (thell

Llogger.debug (thel-
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|_ogger

logger.in:

- Event:

message
Leve.

Llogger.debug (M he.

o (thell

"hello”
INFO

Level.

17



|_ogger

> logger.info(“thello”);
logger.debug (“hello”);

- BEvent:
message = “"hello”
Leve. = Level.INFO

. YPOBHW "OTHOCUTENIBHOW Y>KaCHOCTA
error—>warn—>info—>debug—>fine
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o Appender - 3HaeT Kyaa OTnpaB/idTb COObITUSA

18



Appendaer

o Appender - 3HaeT Kyaa OTnpaB/idTb COObITUSA
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Appendaer

o Appender - 3HaeT Kyaa OTnpaB/idTb COObITUSA

e Console

¢ Flle
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Appendaer

Appender - 3HaeT Kyda OTnpaBIATb CODLITUA

Console
File

Socket
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Appendaer

Appender - 3HaeT Kyaa OTrpaBfATb COObITUS
Console

File

Socket

Database

18



Appenaer

Appender - 3HaeT Kyaa OTrpaBfATb COObITUS
Console

File

Socket

Database

Abstract-Spherical-Horse-In-Vacuum

18
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‘In-team-Haa CBA3b
| ogger—>Appender

o ru.spb.luxo:

" L.X.v.z.50meClass—>:

19
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‘In-team-Haa CBA3b
| ogger—>Appender

o ru.spb.luxo:

t.X.v.z.5omeClass—>t

"t—>vk

o ru.spb.luxo:
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‘In-team-Haa CBA3b
| ogger—>Appender

o ru.spb.luxoft.x.y.z.5omeClass—>1fDb (1)

o ru.spb.luxoft—>vk (2)

. root—>ok (3)

19



‘In-team-Haa CBA3b
| ogger—>Appender

o ru.spb.luxotf

, root—>o0k

o ru.spb.luxof

L. X.yv.z.50meClass—>1tb (1)
“t—>vk (2)
(3)

- LoggerFactory.getLogger (SomeClass.class)

ﬁ

.1nf

o ("I

\\

<3

Rig Data!”)?
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‘In-team-Haa CBA3b

| ogger—>Appender

.1n

o ru.spb.luxo
o ru.spb.luxo

. root—>o0k

fo("

I <3

ft.x.yv.z.5o0meClass—>1tb (1)
ft—>vk (2)
(3)

o LoggerFactory.getLogger (SomeClass.class)

Big Data!”)?

o root<—ru<—spb<—luxoft<—=x<—y<—z<—5SomeClass
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‘In-team-Haa CBA3b

| ogger—>Appender

.1n

o ru.spb.luxo
o ru.spb.luxo

. root—>o0k

fo("

I <3

ft.x.yv.z.5o0meClass—>1tb (1)
ft—>vk (2)
(3)

o LoggerFactory.getLogger (SomeClass.class)

Big Data!”)?

o root<—ru<—spb<—luxoft<—=x<—y<—z<—5SomeClass

o additivity ..
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When | show you this picture, what do you see‘ a)f

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)
by @tedneward

20



https://twitter.com/tedneward

When | show you this picture, what do you see‘ a)f

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)
by @tedneward
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https://twitter.com/tedneward

When | show you this picture, what do you see‘ a)f

Event <::::::::>

Logger|—

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward

22



https://twitter.com/tedneward

When | show you this picture, what do you see‘ a)f

Event <::::::::>

Logger—"Append

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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https://twitter.com/tedneward

Nl
When | show you this picture, what do you see‘ a;f
additivity=true t =7

Event <::::::::>

| |
Logger—"Append

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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https://twitter.com/tedneward

Nl
When | show you this picture, what do you see‘ a)f

additivity=true

Logger—"Append

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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https://twitter.com/tedneward

Nl
When | show you this picture, what do you see‘ a)f

additivity=true

Logger—"Append

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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‘In-team-Haa CBA3b
| ogger—>Appender

* YPOBEHb "OTHOCUTENBHOW Y>KACHOCTU IN-team-HOW CBA3K
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‘In-team-Haa CBA3b
| ogger—>Appender

* YPOBEHb "OTHOCUTENBHOW Y>KACHOCTU IN-team-HOW CBA3K

e Logger logger LoggerFactory.getLogger (“vasilly pupkin”);
vasllly pupkin—>Abstract-Spherical-Horse-In-Vacuum
Level = Level.INFO
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‘In-team-Haa CBA3b
| ogger—>Appender

* YPOBEHb "OTHOCUTENBHOW Y>KACHOCTU IN-team-HOW CBA3K

e Logger logger LoggerFactory.getLogger (“vasilly pupkin”);
vasllly pupkin—>Abstract-Spherical-Horse-In-Vacuum
Level = Level.INFO

e logger.error () -
logger.warn () —

logger.info () - error—>warn—>info—>debug—>fine
logger.debug () -

logger.fine () -

XX < <<

27
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SLF4J



SLF4J
API B slf4}-api.jar



SLF4J
API B slf4}-api.jar

Logger logger = LoggerFactory.getLogger (SomeClass.class);
logger.info (thello”);

29



SLF4J



SLF4J

BINding



SLF4J

BINding

* logback-classic-1.1.3.jar



SLF4J

BINding
* logback-classic-1.1.3.jar

. slf4j-log4j12-1.7.12 jar
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SLF4J

BINding
* logback-classic-1.1.3.jar
» slf4j-logdj12-1.7.12.jar
o slf4j-jdk14-1.7.12 jar
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SLF4J

BINding
logback-classic-1.1.3.jar
slf4j-log4j12-1.7.12.jar
slf4j-jdk14-1.7.12.jar
slf4j-jel-1.7.12.jar

30



Troubleshooting Multiple Bindings



Troubleshooting Multiple Bindings

SLF4Jd: Class path contains multiple SLF4J bindings.

SLF4J: Found binding in [jar:file:/export/apps/userR/serviceK/apache-tomee-
webprofile/lib/slf4j-jdk14-1.7.2.jar!/org/slt4|/impl/StaticLoggerBinder.class]

SLF4J: Found binding in [jar:file:/export/apps/userR/serviceK/apache-tomee-
webprofile/lib/logback-classic-1.0.7.jar!/org/slt4j/impl/

StaticLoggerBinder.class]

SLF4J: See http://www.slf4j.org/codes.html
explanation.

multiple_bindings for an

SLF4d: Actual binding is of type [org.slt4].impl.dDK14LoggerFactory]

31



Troubleshooting Multiple Bindings



Troubleshooting Multiple Bindings

mvn dependency:tree -DoutputFille=tree.txt

-Dincludes=org.slf4j -Dverbose > output
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Troubleshooting Multiple Bindings

<dependency>
<groupld>org.apache.openejb</groupIld>
<artifactId>openejb-core</artifactId>
<version>4.7.1</version>
<scope>provided</scope>
<exclusions>
<exclusion>
<groupld>org.slfdj</groupIld>
<artifactId>slf4dj-jdklid</artifactId>
</exclusion>
</exclusions>
</dependency>
<dependency>
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HexxgaHunK #0: HEKOTOPbIE NNOb
NCnoSib3ytoT gBHO log4| nnn JUL/JDK

* YT1O Spring Ncnosib3yeT o1 JI0rMpoBaHNA"?
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HexxgaHunK #0: HEKOTOPbIE NNOb
NCnoSib3ytoT gBHO log4| nnn JUL/JDK

* YT1O Spring Ncnosib3yeT o1 JI0rMpoBaHNA"?

» Spring ncnosibadyet JCL!

34
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Bridge B SLF4J

* |cl-over-slf4|.jar



Bridge B SLF4J

* |cl-over-slf4|.jar

* |log4j-over-slt4j.jar



Bridge B SLF4J

* |cl-over-slf4|.jar
* |log4j-over-slt4j.jar

e ul-to-slf4j.jar (HN4ero He cMyLLAET?)
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Bridge B SLF4J - npobiiembl

* He PabOoTaEeT, eCNN KOHMUIypaums coesiaHa nporpaMmHO



Bridge B SLF4J - npobiiembl

* He PabOoTaEeT, eCNN KOHMUIypaums coesiaHa nporpaMmHO

* jul-to-sif4).jar && slt4j-jdk14.jar —> StackOverflowError
log4j-over-slt4d).jar && slf4j-logdj12.jar —> StackOverflowError
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Bridge B SLF4J - npobiiembl

* He PabOoTaEeT, eCNN KOHMUIypaums coesiaHa nporpaMmHO

* jul-to-sif4).jar && slt4j-jdk14.jar —> StackOverflowError
log4j-over-slt4d).jar && slf4j-logdj12.jar —> StackOverflowError

* jul-to-slf4|.jar —> SLF4JBridgeHandler Ha root v ...
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Bridge B SLF4J - npobiiembl

He paboTaeT, ecsi KoHUrypauua coenaHa nporpaMmmMHo

jul-to-slf4.jar && slf4j-jdk14 jar —> StackOverflowError
log4j-over-slt4d).jar && slf4j-logdj12.jar —> StackOverflowError

jul-to-slt4).jar —> SLF4JBridgeHandler Ha root n ...

... M npocenaeT Npov3BoaUTENbHOCTL
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‘LLBenuapcknn™ annoBbiv anneHaep
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‘LLBenuapcknn™ annoBbiv anneHaep

<appender name="SERVICE" class=“ch.gos.logback.core.rolling.RollingFileAppender"> (1)
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‘LLBenuapcknn™ annoBbiv anneHaep

<appender name="SERVICE" class=“ch.gos.logback.core.rolling.RollingFileAppender"> (1)

<file>${catalina.base}/logs/serviceK.log</file> (2)
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‘LLBenuapcknn™ annoBbiv anneHaep

<appender name="SERVICE" class=“ch.gos.logback.core.rolling.RollingFileAppender"> (1)
<file>${catalina.base}/logs/serviceK.log</file> (2)

<rollingPolicy class="ch.gos.logback.core.rolling.TimeBasedRollingPolicy"'> (3)

37



‘LLBenuapcknn™ annoBbiv anneHaep

<appender name="SERVICE" class=*“ch.qgos.logback.core.rolling.RollingFileAppender"> (1)
<file>${catalina.base}/logs/serviceK.log</file> (2)
<rollingPolicy class="ch.gos.logback.core.rolling.TimeBasedRollingPolicy"> (3)

<fileNamePattern>S${user.home}/archive/serviceK/%$d{yyyy-MM-dd}/serviceK-
3d{yyyy-MM-dd HH-mm,aux}.log.gz</fileNamePattern> (4)
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‘LLBenuapcknn™ annoBbiv anneHaep

<appender name="SERVICE" class=*“ch.qgos.logback.core.rolling.RollingFileAppender"> (1)
<file>${catalina.base}/logs/serviceK.log</file> (2)
<rollingPolicy class="ch.gos.logback.core.rolling.TimeBasedRollingPolicy"> (3)

<fileNamePattern>S${user.home}/archive/serviceK/%$d{yyyy-MM-dd}/serviceK-
3d{yyyy-MM-dd HH-mm,aux}.log.gz</fileNamePattern> (4)

<maxHistory>90</maxHistory> (5)
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MurpaumoHble Cry>Xobl

* http://www.slf4j.org/migrator.html - murpauma Ha SLF4J 13 JCL, log4]
v JUL/JDK
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* http://www.slf4j.org/migrator.html - murpauma Ha SLF4J 13 JCL, log4]
v JUL/JDK

OrpaHn4yeHns:

1) fatal() - X

2) Object B mapameTpax - X

3) 2 fiorepa B OOHOW CTPOKe Koada - X
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MurpaumoHble Cry>Xobl

* http://www.slf4j.org/migrator.html - murpauma Ha SLF4J 13 JCL, log4]
v JUL/JDK

OrpaHn4yeHns:

1) fatal() - X

2) Object B mapameTpax - X

3) 2 fiorepa B OOHOW CTPOKe Koada - X

* http://logback.qgos.ch/translator/ - murpaupa Ha Logback 13 log4,

OrpaHn4yeHns:
1) TONBbKO N3 KOHPUrypauymn 4epes *.properties
2) TEHEPUT HEMHOIO KPUBYIO KOHMUrypauuo Logback
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HexxnaHunk #1: GWT

e [lpoLwienca migrator-om no Bcemy Kooy
e B OeBenon Moae Bce Ny4YkKom

e [lpn cObopKe npogakLLeHa nagaeT oLmbka
KOMMMNAUMM Knacca org.slf4dj.LoggerFactory
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HexxnaHunk #1: GWT

[ Tpoencsa migrator-om No BCcemy Koay
B nesenon Moae Bce Ny4Ykom

[ 1o cObopke npoaakLLeHa nagaeT oLmdKa
KOMMMNAUMM Knacca org.slf4dj.LoggerFactory

JUL/JDK Hapno octasutb B GWT Ul kooe 4tobbl
FEHEPUMPOBA/IOCh console.debug () B javascript
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* [lpobnema: Hago noaebaxknTb 3anpockl Hibernate nocne nepexoqa
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He>x naH4YnK #2: Hibernate

* [lpobnema: Haoo nogebaxkTb 3anpockl Hibernate nocne nepexona
Ha HOBYHO BEPCUIO

* show sgl=true —> N TULLNHA

e JlobaBunn “In-team-How CBA3W™ Os norepos Hibernate —> 1 TMwmHa

* Hibernate 4.X. X+ ncnonbadyet JBoss Logging!

» JBoss Logging - aT0 eLwe ognH aganTtep!

* [MpunopwuteTsl: JBoss—>log4j—>SLF4J—>JUL/JDK

* -Dorg.Jboss.logging.provider=sl1f4 (He nenante tak!)
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HEeXXOaHYVK #3: BPEMEHHas
HeJEeTEPMVHMPOOBAHHOCTb
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HEeXXOaHYVK #3: BPEMEHHas
HeJEeTEPMVHMPOOBAHHOCTb

<fileNamePattern>${user.home}/archive/microServiceK/
3d{yyyy-MM-dd}/serviceK-%d{yyyy-MM-dd HH-mm,aux}.log.gz
</fileNamePattern>
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HEeXXOaHYVK #3: BPEMEHHas
HeJEeTEPMVHMPOOBAHHOCTb

<fileNamePattern>${user.home}/archive/microServiceK/
3d{yyyy-MM-dd}/serviceK-%d{yyyy-MM-dd HH-mm,aux}.log.gz
</fileNamePattern>

e B peaynbTaTte apxmBbl nosaBaanmncb, Ho B 00:13, 00:21, 07:14, ...
Ho noyemy”

e ApXMBUPOBaHME, POoTaUUS N NOOYMCTKA (PanSI0OB HE BbINOJIHAKTCS MO
DaCMNCaHNIo!

A Toroa kak’
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When | show you this picture, what do you see‘ a)f

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)
by @tedneward
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When | show you this picture, what do you see‘ a)f

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)
by @tedneward
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Event
Logger—"

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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Event | |
Logger—"Append

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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Logger|— "Append

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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Event
Logger|— "Append

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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Mapped Diagnostic Context
(MDC)

> MDC.put ("personalld", personalld):;



Mapped Diagnostic Context
(MDC)

> MDC.put ("personalld", personalld):;

. <pattern>%$X{personalld} - %m%n</pattern>
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Mapped Diagnostic Context
(MDC)

> MDC.put ("personallId", personalld),;

o <pattern>%X{personalld} - %S$m%n</pattern>

> MDC. remove (“personalId");
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o OTOESIbHbI an A4S BCEX BHELLUHMX KOMMYHUKALIAA
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CTpaHa COBETOB

o OTOESIbHbI an A4S BCEX BHELLUHMX KOMMYHUKALIAA

« AOP /BCI - png maccoBoro iormpoBaHns METO0B

* MOHUTOPWHT:
log.warn (Aler

LS.

Rad

(\\:

49

thing’ s happened”,

exc) ) ;

log.error (Alerts.RED (“Very bad thing’s happened”, exc));



CTpaHa COBETOB

OToenbHbIN aniyl AN BCEX BHELLHMX KOMMYHUKALLW
AOP / BCI - opng maccoBoro normpoBaHna METOO0B

MOHUTOPWHT
log.warn (Alerts. ("“Bad thing’s happened”, exc));

log.error (Alerts.RED (“Very bad thing’s happened”, exc));

—

Heart-beat thread - log.info (“"I'm alive!”);
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CTpaHa COBETOB

OToenbHbIN aniyl AN BCEX BHELLHMX KOMMYHUKALLW
AOP / BCI - opng maccoBoro normpoBaHna METOO0B

MOHUTOPWHT
log.warn (Alerts. ("“Bad thing’s happened”, exc));

log.error (Alerts.RED (“Very bad thing’s happened”, exc)):;

Heart-beat thread - log.info (“"I'm alive!”);

PeLueHne gng npocMoTpa 1 CKadvBaHs JIOroB ...

49



JlormpoBaHne B MNKPOCEPBUNCaX
I KNTACTepPeE

50



JlormpoBaHne B MNKPOCEPBUNCaX
I KNTACTepPeE

e MUKpOCEPBUCHI: CNeLMaIM3NPOBaHHbIE B3aMMOAENCTBYHOLLNE KOMMOHEHTDI

50



JlormpoBaHne B MNKPOCEPBUNCaX
I KNTACTepPeE

e MUKpOCEPBUCHI: CNeLMaIM3NPOBaHHbIE B3aMMOAENCTBYHOLLNE KOMMOHEHTDI

e KnacTtep: napannenmnamMm+0TKa3oyCTONUYMBOCTb+BbICOKAA JOCTYMHOCTb

50



JlormpoBaHne B MNKPOCEPBUNCaX
I KNTACTepPeE

e MUKpOCEPBUCHI: CNeLMaIM3NPOBaHHbIE B3aMMOAENCTBYHOLLNE KOMMOHEHTDI

e KnacTtep: napannenmnamMm+0TKa3oyCTONUYMBOCTb+BbICOKAA JOCTYMHOCTb

* |ogstash
Elastic Search
Kibana
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e MUKpOCEPBUCHI: CNeLMaIM3NPOBaHHbIE B3aMMOAENCTBYHOLLNE KOMMOHEHTDI

e KnacTtep: napannenmnamMm+0TKa3oyCTONUYMBOCTb+BbICOKAA JOCTYMHOCTb

* |ogstash  Appender
Elastic Search MOXXET NcaThb B
Kibana 0a3y OaHHbIX,

JMSunT. 0.
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JlormpoBaHne B MNKPOCEPBUNCaX
I KNTACTepPeE

e MUKpOCEPBUCHI: CNeLMaIM3NPOBaHHbIE B3aMMOAENCTBYHOLLNE KOMMOHEHTDI

e KnacTtep: napannenmnamMm+0TKa3oyCTONUYMBOCTb+BbICOKAA JOCTYMHOCTb

* | ogstash * Appender o Splunk nnn
Elastic Search MOXKET NcCaThb B Logmatic
Kibana 0a3y OaHHbIX,

JMSunT. 0.

50
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JlormpoBaHue B obJiake
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JlormpoBaHue B obJiake

AWS, OpenShift, Jelastic, Microsoft Azure, nt

YOeOuTech, 4To anrpena Ui BbIKHOYEHE BUPTYaSTKN,
a TakKe N3MeHeHss MHPPACTPYKTYPb! HE YyObIOT Baluu
aparoLeHHble 10r N apXmBbl!

A\
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JlormpoBaHme B Docker-e



JlormpoBaHme B Docker-e

MOHTMpYMTE Nanky C Jioramm Yepes
VOLUME, -v BHE KOHTEMHEPA Ha XOCTE
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APl development



APl development

 He ncnonbldynte JUL/JDK npocTo noTomMy 4TO OH yXKe ecTb B Java!
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APl development

He ncnonbsymte JUL/JDK npocTo noToMy YTO OH y)Ke eCcTb B Javal
He ncnonb3ynte JUL/JDK npocTto noTomMy 4TO OH yXKe ecTb B Java!!
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[looymanTe, a Hy>kHa 1 bmnbnoTeka “padoden noaakn” Kak
TPAH3UTUBHAA 3aBUCMOCTb BalLVIM KJIMEHTaM”?
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APl development

He ncnonbsymte JUL/JDK npocTo noToMy YTO OH y)Ke eCcTb B Javal
He ncnonb3ynte JUL/JDK npocTto noTomMy 4TO OH yXKe ecTb B Java!!
Vicnonb3ynte cBa3ky SLF4J+“paboyaa nowagka”, Hanpumep, logback

[looymanTe, a Hy>kHa 1 bmnbnoTeka “padoden noaakn” Kak
TPAH3UTUBHAA 3aBUCMOCTb BalLVIM KJIMEHTaM”?

[laTTepH “BosLedbHasd cUCTEMHAs NPOonNepT4a” a-Nd verbose
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CKOJIbKO NpobeM B kKoae”?

private static final Logger log =

LoggerFactory.getLogger(SomeClass.class); (1)
void withdraw(String login, Long amount) { (2)
if (log.isDebugEnabled()) { (3)

log.debug(“starting withdrawing”); (4)
}

log.info(”login "+login+*,amount "“+amount); (5)

}
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CKOJIbKO NpobieM B KoOe™

private static final Logger LOG =

LoggerFactory.getLogger(SomeClass.class); (1)
void withdraw(String login, Long amount) { (2)
i+f (log-isbebugEnabled{ )< e s

LOG.debug(“starting withdrawing”); (4)
3}

LOG.1nfo(“login {},amount {}”,login,amount); (5)

}
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HE30MaCcHOCTb B JIOMMPOBAHNIA:
VA3BVIMOCTU

JlormpoBaHme nepcoHasibHbIX OAHHbIX, a TaKXe LIeHHOW
KOMMEPYECKOWN MHMOPMaLNK

Log Injection (OWASP): nepeBof, CTPOKW, OpYyrue ataku ...
Javascript Injection

ATak HA MOHUTOPWHIOBbIE TYJIbl, 6a3bl JaHHbIX 1 T.4.
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HE30MaCcHOCTb B JIOMMPOBAHNIA:
VA3BVIMOCTU

JlormpoBaHme nepcoHasibHbIX OAHHbIX, a TaKXe LIeHHOW
KOMMEPYECKOWN MHMOPMaLNK

Log Injection (OWASP): nepeBof, CTPOKW, OpYyrue ataku ...
Javascript Injection
ATakn Ha MOHUTOPWHIOBbIE TYJbl, Da3bl JaHHbIX U T.[.

OTKPbITOE NOrMpoBaHne Naposen, TOrMHOB, YPJI0B U XOCTOB

56
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HE30MaCcHOCTb B JIOMMPOBAHNIA:
DeLLeHNS

e veracode.com pekKOMeHOYET JIOIMPOBATb TOJIBKO KOHCTAHTHDbIE

BbIDEXKEHVS U3 NPpeaonpeneIeHHOro nysaa CTPoK
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https://github.com/javabeanz/owasp-security-logging

HE30MaCcHOCTb B JIOMMPOBAHNIA:
DeLLeHNS

e veracode.com peKoOMeHOYET SI0rnpoBaTh TOIbKO KOHCTAHTHbIE
BbIDEXKEHVS U3 NPpeaonpeneIeHHOro nysaa CTPoK

 https://github.com/javabeanz/owasp-security-logging
(aKpaHupoBaHue, Lundpaums, MackmpoBaHue, hunbTpaums, ayanT)
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HE30MaCcHOCTb B JIOMMPOBAHNIA:
DeLLeHNS

e veracode.com peKoOMeHOYET SI0rnpoBaTh TOIbKO KOHCTAHTHbIE
BbIDEXKEHVS U3 NPpeaonpeneIeHHOro nysaa CTPoK

 https://github.com/javabeanz/owasp-security-logging
(aKpaHupoBaHue, Lundpaums, MackmpoBaHue, hunbTpaums, ayanT)

 OUNbTPbLI N KOHBEPTEPSDI B logback
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YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)
by @tedneward

58



https://twitter.com/tedneward

When | show you this picture, what do you see‘ a)f

Appender

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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When | show you this picture, what do you see‘ a)f

Event
Appender

/|

YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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YHusepcanbHas NporpammHas ApxutektypHas dunarpamma (YI1AL)

by @tedneward
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Uro Bam caenartb nocrsie gqoknaga?

- OuucTutb Baw Knaccnac or mecuBa 6uMbinoTek siorMpoBaHuUA, NO4TArMBarOLUXCH
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