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50,000,000,000 %7 w0

40,000,000,000,000 GB

worth of data across the Internet of Things.
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MHTepHeTn3aumna aBTomobunen
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Munp meHaeTca NpAMO cenyac...

ORACLE

UHTenneKkTyasbHble YCTPOMUCTBA
+ Be3gecywumn Internet
+ uHterpaumsa B IT MHPpPACTPYKTYPY
+ PacnpepeneHHaa AHaIUTUKA
...MEHSAOT

UHAYCTPUIO BCTPOEHHDbIX YCTPOUCTB
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TpeHa Nel B Embedded mupe

[lporpammHoe obecneyeHume
— r/1aBHAA UEHHOCTb BCTPOEHHbIX CUCTEM
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Kakue TpeboBaHMA K OKOHEYHbIM ycTpoucTeam B 10T?

* Pabota c nepudepuein (12C, UART, USB, CAN, SPI ...)
* BO3MOXHOCTb UMeTb 0OHOBNAAEMYIO OU3HEC-/TOTUKY
* be3onacHana paboTa c ceTbio

* Moaenb 6e3onacHOCTU

* BbiCTpbIM NpoLecc BbIBOAA HA PbIHOK KOHEYHOTO NPOAYKTA
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BbizoBbl B Embedded mupe ceroaHs

=

bonbLoe pa3zHoobpasue B0O3MOXHOCTH XKernes3a u Soft rnaBHasa UEHHOCTb,
BapnaHTOB ceTeBbIX NOAKMNIYEHUN HO BCTPOEHHbIN coT
NCMNOSIb30BaHNSA 1 Xeresa 9BOJTIOLUMOHUPYIOT CITOXHO paspabarbiBaTb
; | |
10
10°40
110710 A
[MpnxoguTcAa NOCTOAHHO MaLlmnHHBIV NHTENNEKT, Bpema BbiIxoga Ha pbIHOK K

n3obpertaTtb camoe kKak Obu3Hec gpaneep rMOKOCTb pELLEHUN —
Heobxoanmoe Krnto4YeBble KayecTBa

®
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Y10 nenatb?

PeweHunAa cerogHA

mbed 82T Java

ORACLE
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Introducing Java Embedded

APPLICATIONS . &

i) {m; G5

Abctpakuma HW Write-once MoaynapHOCTb

an

PacnpocTtpaHeHHan YpoaneHHaa pa3paboTKa u HeBbICOKMe 3aTpaTbl Ha
Mogenb paspaboTku ynpasaeHue pa3paboTKy

TeCtTmpoBaHuMe
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[Ilpmep ncnosib3oBaHUA
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Use Case — npoaBUHYTOE CTPaxoBaHWe aBTOTPaHCNOPTa
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Use Case — npoaBUHYTOE CTPaxoBaHWe aBTOTPaHCNOPTa

()
Y.

s loT Cloud
By Service

APPLICATIONS
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Use Case — npoaBUHYTOE CTPaxoBaHWe aBTOTPaHCNOPTa

Alert types

Bad Driving
Dangerous Driving
Collision

Roll Over

ORACLE
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Java ME Embedded Demo

Jlyulwe oauH pa3s ysuaeTb, Yem CTO pas3 yCablwaTb

ORACLE
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ApPXUTEKTYpPA

Mpumep: NPoABUHYTOE CTPaXoBaHMeE
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Challenge 1

PaboTa c nepudepueit ana nonyyeHna AaHHbIX

Java n Hu3KoyposHeBas nepedepna???!l!
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Solution 1
DIO 12C API

// Open 12C Slave

|2CDevice sensor = DeviceManager.open(/2CDeviceConfig_instance);

// Write data to sensor
sensor.write(ByteBuffer_instance);

// Read data(for instance, temperature)
sensor.read(ByteBuffer_instance);

sensor.close();

ORACLE
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Challenge 2

Secured connection with a cloud

ORACLE
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Solution 2
Java ME CLDC Generic Connection Framework

HttpsConnection conn =
(HttpsConnection)Connector.open(HTTPS URL HOST);

DataOutputStream dataOutStream =
conn.openDataOutputStream();
dataOutStream.writeUTF(“..”);
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Challenge 3

Data preparing and processing

JSON/XML/...
Authentication
Data sighing

277
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Solution 3
Standard components of Java ME Embedded stack

* OAUTH?2 for device authentication
* JSON API for JSON message making and parsing

* JSR177: Security and Trust Services API for security and key management
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Challenge... Not for cloud, FOR US!

Software management for application provisioning

ORACLE

Soft update over the air

JSON
OAUTH2
JSR177
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Solution... Easy solution!
Java ME Software management API

SuiteManager sManager = ManagerFactory.getSuiteManager();
SuitelInstaller sInstaller = sManager.getSuitelInstaller(

URL _OF MY _ APPLICATION,

false);
sInstaller.addInstallationlListener(myInstallationListener);

sInstaller.start();

®
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KpoccnnatpopmeHHOCTb

ORACLE
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KpoccnnatpopmeHHOCTb

* Write once run anywhere ¢ He6oNbLWMMN OrOBOPKaAMMU
* [lepeHoC mexay YCTPOMUCTBaMM He TpebyeT U3SMeHEeHUN Koaa

* lemo nnatdopmbl
— Raspberry Pi model B+
— Intel Edison
—STM32429I1-EVAL
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Java ME Embedded — adpdpeKTnBHbIN UHCTPYMEHT lOT

Mpunbbinb
‘.'| besonacHocTb 24x7 '
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The precedingis intended to outline our general product direction. It is intended
for information purposes only, and may not be incorporated into any contract.

It is not a commitmentto deliver any material, code, or functionality,and should
not be relied upon in making purchasing decisions. The development, release,

and timing of any features or functionality described for Oracle’s products
remains at the sole discretion of Oracle.
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Java ME Embedded cuctema 6esonacHocTH
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Java ME 8 Security Overview

[poBepeHHasa rogjammn cuctema 6e3o0nacHoCTU

be3onacHoCcTb nnatgopMmsbl

KOHTpOnb AOCTyna Ha ypoBHE nnaTtgopMbl

Kpuntorpadus

38LLI,I/|LLI,eHHbIe KaHaJibl KOMMYHUKaUNn
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be3onacHOCTb nnaTtdopmbl

A3bIK, Komnunaartop, JVM

* CTaTu4yecKoe TUNM3nNpoBaHne
* YnpasaeHne NaMATbio
* Bepudukayma 6ant-koga

* Jlloboe npunoxeHme MoxKeT bbiTb

— MognuncaHo
— AYTEHTUPUNLUMPOBAHO
— ABTOpPM30BaHO
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be3onacHOCTb NnaTtdopmbl

Java Runtime KoHTponupyeT OCTyn NPUNOXEHNS K pecypcam

Hanpumep: doctyn K ¢hannoBou cucreme

* BupTtyanbHaa malunmHa KOHTPOnMpyeT OOCTYn
NPUNOXEHUN K pecypcam

Java Code

« [locTyn gormkeH ObiTb SIBHO pa3peLleH

* [lonHOMO4YMA NPOBEPAOTCA MPU KaxKaou
NnonbITKE UCMNOMb30BaHNA pecypca

Virtual Machine

<« authorization

S * JTtoObon HexxenaTtenbHbIN Unn
HEeCaHKLIMOHMPOBAaHHbLIN OOCTYN GNOKNPYETCS Ha
ypoBHe Java Runtime

e ®
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KOHTpOnb AocTyna Ha ypOoBHE NnatopMbl

MHorononb3oBaTe/ibCKMe AOMEHDbI

- Java ME 8 nogagepxunBaet mMHoecTtBeHHble Client Security Domains Ha
YCTPOUCTBax

Device

[Mpumepsl knnentoB: ODM, cepBuc nposangepsl,
CUCTEMHBIE UHTErpaTopbl, pa3padoTUmKK

Kaxkgomy KrnmneHTy — cO6CTBEHHbIM AOMEH
(npaBuna, npusunernn, NapameTpbl)

Client B

[prnoXeHnsa 3anyckarTcs B KIMMEHTCKOM JOMEHE C OrpaHUYEHHbIMU
NPUBUIETNAMN N pecypcamMmu

Pecypcbl MOryT 6bITb OOLLMMUM ANS HECKOINbKNUX JOMEHOB
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Kpuntorpadus

Pacwupsaembin, NONHOPYHKLUMOHANbHbIN API

* Moaaep*nBaeTCca WUMPOKUM CMEKTP aATOPUTMOB LIMPPOBAHUA, BKAKOYAA
RSA, DSA, AES, Triple DES, SHA, PKCS#5, RC2, and RC4

— AnnapaTHoe yckopeHue (3aBucuT oT N1aThopmbl)

* PKCS#11
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3aluLLEeHHble KaHarbl KOM MYHWUKaLUWU

CraHaapTHble M be3onacHble

* Secure Sockets Layer (SSL)
* Transport Layer Security (TLS/DTLS)
* Nogpepka HTTPS yepes SSL/TLS
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