He Bce cTaTnyeckume
aHa/IM3aTopPbl 0AMHAKOBO
NOJIe3Hbl

Bnragnmup Kowenes
NCI PAH
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[1lnaH AoKNaaa

1. lMoncK ownboYHbIX LWabaoOHOB
a) KomnunAatopHaa nHppactpykTypa Roslyn

b) 0630p MHCTPpYyMeHTOB ANA NoUcKa owmnboK: Roslyn, ReSharper, PVS-Studio
c) CpaBHeHue Roslyn, ReSharper, PVS-Studio

2. [MouncK cnoXHbix owmnbokK
a) [Moyemy unit-TecTMpoBaHUA HEAOCTAaTOYHO

b) AunHamunyeckoe cumosibHOe BbinosiHeHMe IntelliTest (Pex)
c) CraTnyeckoe CMMBOJIbHOE BbINOJIHEHUE

3. WHTerpaums B npouecc pa3paboTku



RaK ncnos b3YHOTCA aHA/1IN3aTOPDbI

* NNonck 6aros A0 3anycKa Nporpammbl



RaK ncnos b3YHOTCA aHA/1IN3aTOPDbI

* NNonck 6aros A0 3anycKa Nporpammbl

* PepaKTOpPUHT



RaK ncnos b3YHOTCA aHA/1IN3aTOPDbI

* [lonck 6aros 4o 3anycKa Nporpammbl
* PepaKTOpPUHT

* Coding guidelines & Best Practices



RaK ncnos b3YHOTCA aHA/1IN3aTOPDbI

* [lonck 6aros 4o 3anycKa Nporpammbl
* PepaKTOpPUHT
* Coding guidelines & Best Practices

* Code-aware libraries



RaK ncnos b3YHOTCA aHA/1IN3aTOPDbI

* [loncK 6aros 40 3anycKa NpPorpammo
* PepaKTOpPUHT

* Coding guidelines & Best Practices

* Code-aware libraries

e ObyyeHme HoBbIM PprYam A3bIKA



Pa3Hble 06n1acTv aHanmM3a a1A NOUCKA

OB OK
Bpems
aHanu3a
Hac M e -@ SharpChecker
............................. @ ReSharper
---------- ® Roslyn ; :
MuHyTa : ! |
I I I >
Crpouka Meron Pelwente Obnactb

dHa/In34a
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NET Compiler Platform “Roslyn”

* OTKpbITaA naatpopma anA pa3paboTKM cTaTUYECKMX aHA/IN3aTOPOB

* YnobHoe API:
* Workspace, Solution, Project
* Syntax Tree & Semantic Model
* |Operation
* Code Fixes

e ABTOMaTM4YecKan MHTerpaums B NpoLecc paspaboTku



[lone3Hble NakeTbl aHa/1M3aTOPOB

Sonarlint

@ SonarSource-VisualStudio/sonaranalyzer-csharp

Roslyn-analyzers @ dotnet/roslyn-analyzers

StyleCop @ DotNextAnalyzers/StyleCopAnalyzers

Code Cracker for C# @ code-cracker/code-cracker

Heap Allocation Analyzer @ mjsabby/RoslynCirHeapAllocationAnalyzer
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AHanunzatopsbl Roslyn ana noncka owmnbok

* Kateropuun Reliability n Security

* K coxKaneHunto, aHanmn3satopsbl rpynnbl Reliability aencreurtenbHo
XOPOLLO NpeacTaBaeHbl TONbKO B SonarlLint

* Ntoro: okono 80 Tnnos npeaynpexaeHmm n3 Reliablity.
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ReSharper ans noncka ownboK

e [1Be KaTeropmmn npeaynpeKaeHunn:
* Potential Code Quality Issue
* Redundancies in Code

* 1nAa a3biKa C# cymmapHO B 3TUX KaTeropmnax okono 170 tunos
npeaynpexaeHnm

* He Bce Tunbl NpeaynpexaeHMM YKa3biBatOT HA NOTEHUMabHbIe
OLLUMNOKU
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PVS-Studio

* MHCTPYMEHT crneunaan3mpyetTca MMeHHO Ha NOUCKe OWnboK
e XOopowaAa AOKYMeHTauunA
* Ha gaHHbIM MOMEHT noaaepxusaetca 93 npeaynpexaeHmsa

* Ocobbl aKLLEeHT Ha NoUcKe one4YyaToK/oWwmnboK copy-paste u T.4.



JIOXHble cpabaTbiBaHMA M NPOMYCKM OLMOOK

Type I error
(false positive)

L pregnant

Type II error Won't fix
(false negative)
Sl You're not t SH You're
| _pregnant

L. proguant

|

25
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RaK CpaBHMBATb Pa3Hble MHCTPYMEHTHI

* Llenb: NOHATb Kakne OWMOKN HAaXOAAT MHCTPYMEHTbI U KaK OHU
nepeceKarTcs

e Kak: 6epem mHoro pa3sHbix OpenSource NpoeKToB, 3arnycKaem Ha HUX
BCE aHa/IU3aTopbl

* Nwem coBnageHma npeaynperKaeHnmnm pasHbiX MHCTPYMEHTOB MO
cTpokam. Cpeaun nap coBnaBLIMX NpeaynpeXaeHnin ocTaBasem Te,
KOTOPble OTHOCATCA K CXOXUM TUMaM.



Kakune NpoeKTbl aHaAM3NPOBANNUCH?

* blogengine e dynamicrest * openbve
* BobBuilder e Jil * Polly

* CodeContracts * Libgit2sharp * sake

e codeplexdlr * lucenenet e ShareX
* COSMOS * mailsystem * SUSaNoo
e csharp-driver * mathos e weell

* Csharputils * nant

* csparser * netmq

Bcero 22 npoekTta, 3 000 000 cTpoK KoAa



Pe3ynbTaTbl: CKOMbKO BCEro cpabaTbiBaHMM

Ha3BaHue CKkonbko TUNoB NOKPbLITO Tunos Bcero
UHCTPYMEHTA npeaynpexaeHnm

SonarlLint 11500
PVS-Studio 3150 + 2600* 67 93
Resharper 40000 + 150000%** 126 170

*Y PVS-Studio 1100 npeaynpexxaeHni npmxoantca Ha floating point comparison,
n ewé 1500 Ha static readonly uninitialized DependencyProperty

** 150 000 npegynpexaeHnin ReSharper ns tunos RedundantNameQualifier,
RedundantUsingDirective 1 ObjectCreatingAsStatement npourHopmpoBaHbil
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PVS 6.04 / ReSharper
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PVS 6.03 / ReSharper
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[Tpumep: pa3Hble KaTeropuu, HO 0aHa OWMDKa

if (origNode == null) {

ReSharper: Expresion origNode is always null.

return (origNode == null) ? 1 : 2;

if (origNode == null) {

PVS-Studio: Expression (origNode == null) ? 1 : 2 always has the same value.

return (origNode == null) ? 1 : 2;
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PVS 6.04 /SonarLint
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BbiBOAb

Ha BKyc u uBeT Bce ¢paiomacTepbl pasHble




BbiBOAb

Ha BKycC 1 uBet Bce pnaomacrepbl pasHble
Resharper u SonarlLint Haxoaat 6onblue
PVS HaxoauT meHbLLe, HO Kyaa Yalle 37o baru

MOXHO UCNONb30BaTb BCEX BMeECTe




YacTb 2. [TOUCK CNOXKHbIX OWMDOOK

* YTO TaKOe CNOX¥Hble OWnNbKN:

* Bo3amoxHble NullReferenceException

YTeuKa pecypcoB

* cnonb3oBaHue disposed ob6beKTOB

* Bo3amokHoe geneHune Ha 0

* YA3BMMOCTM NpuBoasaLLMe K Injection-atakam



YacTb 2. [TOUCK CNOXKHbIX OWMDOOK

* YTO TaKoe CNnoXKHble oWwnbKu:
* Bo3amoxHble NullReferenceException
* YTeuKa pecypcos
* cnonb3oBaHue disposed ob6beKTOB
* Bo3amokHoe geneHune Ha 0
* YA3BMMOCTM NpuBoasaLLMe K Injection-atakam

e KntoyeBada ocobeHHOCTb:
Ectb I'Ipl/I‘-Il/IHa BO3SHUNKHOBeHWA OLUI/I6KI/I, n eCtb Mecto I'IpOﬂB!'IeHI/IH.



TecTMpoBaHMe M CTAaTUYECKUIN aHAIU3
OPTOrOHa/IbHbl

e Unit testing paccmatpuBaeT AnLb onpegeneHHbi Habop cnTyaumm
e CTaTU4ECKNN aHANN3 CMOTPUT Ha CUTYaLUU B LEeSIOM

e laxke 100% Coverage He 03Ha4YaeT OTCYyTCTBUE OLWNOBOK



[Toyemy block coverage HegoCTaTOYHO

public static bool ProcessDataWrapper(Data data, Processor processor) {
if (processor == null && data == null)

return false;

return processor.ProcessData(data);
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public static bool ProcessDataWrapper(Data data, Processor processor) {
if (processor == null && data == null)

return false;

return processor.ProcessData(data);
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[Toyemy block coverage HegoCTaTOYHO

public static bool ProcessDataWrapper(Data data, Processor processor) {
if (processor == null && data == null)

return false;

return processor.ProcessData(data);

Assert.False(ProcessDataWrapper(null, null));
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[Toyemy block coverage HegoCTaTOYHO

public static bool ProcessDataWrapper(Data data, Processor processor) {
if (processor == null && data == null)

return false;

return processor.ProcessData(data);

Assert.False(ProcessDataWrapper(null, null));

Assert.True(ProcessDataWrapper(new Data(), new Processor()));
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WhiteBox testing [dynamic symbolic execution]

* loeAa: BMecTo Toro, 4tobbl NnnucaTb TECTbl CAMOMY, AaBanUTe
reHepmpoBaTb MX aBTOMATUYECKU

e Pewenune ot Mircosoft : IntelliTest (Visual Studio 2015 Enterprise)
* NNybnukaumsa mn proof of concept — 2008 roa,. [http://pex4fun.com/]

* [IpoaaKwH peweHmne — 2015



[1Be BUPTYya/ibHble MaLLUUHbI: 04Ha 0OblYHaA,

BTOPAA A/1A CUMBOJIbHOTO BbITNMOJIHEHWA

Initially, choose
arbitraryinput values

4

Snlve Munltur

Input
Values

Execution Path

Constraint
System
Choose anL

J Record
Path Condition

Uncovered Path
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[Tpumep: nwem konnmsmm s CRCo4

public static void Puzzle(byte[] bytes)
{
if (Crc64Is03309.Compute(bytes) == 0x1234567890abcdeflL)

throw new NullReferenceException();

protected static UInt64 Compute(IList<byte> buffer) {
var crc = 0;
for (var i = 0; i < buffer.Count; i++)
unchecked {
crc = (crc >> 8) ~ table[(buffer[i] " crc) & oxff];
}

return crc;



[Tpumep: nwem konnmsmm s CRCo4

public static void Puzzle(byte[] bytes)

{
if (Crc64Is03309.Compute(bytes) == 0x1234567890abcdeflL)

throw new NullReferenceException();
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[Toumep: nwem konnmsmm s CRCo4

[PexMethod]

public void CheckMethod(byte [ ]bytes)

{
PexAssume.IsNotNull(bytes);
ImplCheckData.Crc32.Puzzle(bytes);
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[Tomep: nwem konnmsmm s CRCo4

[PexMethod(MaxConstraintSolverTime = 1200, Timeout = 1200)]
public void CheckMethod(byte [ ]bytes)

{
PexAssume.IsNotNull(bytes);

ImplCheckData.Crc32.Puzzle(bytes);
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RaK BbIrNAAAT pe3ynbTaThbl

IntelliTest Exploration Results - stopped
ImplCheckDataTest.CheckMethed - = | P Run

=

1 1 Warnings

@ 3 81 I 1/21 blocks, 0/0 asserts, 17 runs

4 | bytes Summary / Exception
(Y

2 {00}

3 {00, 00}

4 {66, 41, a6, 1c, b3, 18 dc, bf} MullReferencebxception

Q000

Error Message

Object reference not set to an instance of a...
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[Tonmep ana WhiteBox TectnpoBaHuma

public static bool CheckData(Processor processor, Data data, string url)

{
if (processor == null && data == null)

return false;

var regex = new Regex(UrlRegex, RegexOptions.IgnoreCase);
var result = regex.Match(url);

if (result.Success && result.Groups[2].Value == "microsoft.com")
return processor.Foo(data);

return false;
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RaK BbIrnaanT PEX-TecT

[PexMethod]

public bool CheckDataTest(Processor processor,
Data data,
string url) {

PexAssume.IsNotNull(url);
bool result = ImplCheckData.CheckData(processor, data, url);

return result;
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IntelliTest Exploration Results - stopped
ImplCheckDataTest.CheckDataTes ~ m | P Run

O12 00 =

Q000000000000

W O3 =] & i B g g

e —
R

—

4 | processor data str
null null
new Proce.. null o
null new Dataf{5.. ™"
new Proce.. null "http”
new Proce.. null "httph0”
new Proce.. null "https"
new Proce.. null "http:/ A0
new Proce.. null "http://o"
new Proce.. null "http:/ /1
new Proce.. null "http://g\0"
new Proce... null "http://g/"
new Proce.. null "http://go\...
new Proce.. null "http:// A"

=
L

1 3 Warnings

- 15/29 blocks, 0/0 asserts, 173 runs

result Surmmary / Exception

falze
falze
falze
falze
falze
false
false
false
false
false
false
false

falze
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IntelliTest - 3TO0 He oaHa KHOMKa «caenam XopoLLo»

[PexMethod]

public bool CheckDataTest(Processor processor,
Data data,

string url,

bool useMicrosoft

bool result = ImplCheckData.CheckData(processor, data, url);

return result;
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Q0D OOO0Q o

03 =] & kn = b kg

6 €2 =

—

4 | processor data url
null null o
null null "https://mi...
null new Datal5.. "
new Proce..  null o
null new Datal5... "https://mi...
new Proce.. null "https://mi...
new Proce.. new Data{5... "https//mi...
new Proce.. new Data{S.. "https://mi..

useMicrosoft

false
true
false
false
true
true
true

true

| 25/37 blocks, 0/0 asserts, 132 runs

result

false
false
false

false

false

false

Summary / Exception

MullReferencebxception
MullReferencebxception
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CTaTnyecKkoe CMMBOJIbHOE BbINOJIHEHUE

* Nnesn: BbIKWUHEM OObIYHYIO BUPTYA/IbHYIHO MALLMHY, OCTaBUM TONIbKO
CMMBO/IbHYIO
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CTaTnyecKkoe CMMBOJIbHOE BbINOJIHEHUE

* Nnesn: BbIKWUHEM OObIYHYIO BUPTYA/IbHYIHO MALLMHY, OCTaBUM TONIbKO
CMMBO/IbHYIO

e bBynem TecTMpoBaTb KaxKayto GYHKLMIO B NPOEKTE OTAENbHO, NMPuU
3TOM He bygem TpeboBaTb KOPPEKTHOCTb CUMBOJIBHOIO BbIMOJHEHUSA

* B pe3ynbTate MOXHO AO0OUTLCA NONHOMO aHaAM3a bONbLUNX NPOEKTOB
33 HECKO/IbKO AEeCATKOB MUHYT



OCHOBHbIE OT/IMYMA OT NOUNCKA OLLMDOYHbBIX
LLab/0HOB

* [Npon3BoANTCA MeXNpoLueaypPHbIN aHann3 (MpMYnMHa OWMNOKN N MecTo
€€ BO3HMKHOBEHUS MOTYT HAaXOAUTCA B PA3HbIX METOAaXx)



OCHOBHbIE OT/IMYMA OT NOUNCKA OLLMDOYHbBIX
LLab/0HOB

* [lpon3BoANTCA «MeKNpoueaypHbIN» aHann3 (MpUYMHa oWNOKKU K
MECTO €€ BO3HMKHOBEHMA MOTYT HAaXO0AMTCA B Pa3HbIX METOAAX)

* icnonb3ytotca SMT-Pewatenn gna otcenBaHMA HEBO3MOXKHbIX
cuTyauum (noxHble cpabaTbiBaHMA)



OCHOBHbIE OT/IMYMA OT NOUNCKA OLLMDOYHbBIX
LLab/0HOB

* [lpon3BoANTCA «MeKNpoueaypHbIN» aHann3 (MpUYMHa oWNOKKU K
MECTO €€ BO3HMKHOBEHMA MOTYT HAaXO0AMTCA B Pa3HbIX METOAAX)

* icnonb3ytotca SMT-Pewatenn gna otcenBaHMA HEBO3MOXKHbIX
cuTyauum (noxHble cpabaTbiBaHMA)

e 1na onncaHna ownMbOOK UCMONb3YHOTCA TPACChI, T.€. YNOPAAOYEHHbIE
Habopbl TOYEK B NPOrpamme



[Tomep CNOXKHOWM OWNDKM

static void Log(Foo foo, bool verbose) {
if (verbose)
Console.WritelLine(foo.Message);

static void Main(string[] args) {
Foo foo = null; bool verbose = false;
if (args.Length > 0)
foo = GetFoo();
if (Environment.GetEnvironmentVariable("VERBOSE") == "yes")
verbose = true;
Log(foo, verbose);
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[Tonmep Tpacchl

static void Log(Foo foo, bool verbose) {
if (verbose)
Console.WritelLine(foo.Message);

static void Main(string[] args) {
Foo foo = null; bool verbose = false;
if (args.Length > 0)
foo = GetFoo();
if (Environment.GetEnvironmentVariable("VERBOSE") == "yes")

verbose = true;
Log(foo, verbose); // Possible NullReferenceException
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[Tonmep Tpacchl

static void Log(Foo foo, bool verbose) {
if (verbose)

Console.WritelLine(foo.Message);

static void Main(string

Foo foo = null; bool verbose false;
if (args.Length > 0)

foo = GetFoo();

// (1) foo is assigned to null

if (Environment.GetEnvironmentVariable("VERBOSE") == "yes")

verbose = true;
Log(foo, verbose);
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[Tonmep Tpacchl

static void Log(Foo foo, bool verbose) {
if (verbose)
Console.WritelLine(foo.Message);

static void Main(string[] args) {
Foo foo = null; bool verbose = false; // (1) foo is assigned to null
// (2) taking false branch
foo = GetFoo();
if (Environment.GetEnvironmentVariable("VERBOSE") == "yes")
verbose = true;
Log(foo, verbose);
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[Tonmep Tpacchl

static void Log(Foo foo, bool verbose) {
if (verbose)
Console.WritelLine(foo.Message);

static void Main(string[] args) {
Foo foo = null; bool verbose = false; // (1) foo is assigned to null
if (args.Length > @) // (2) taking false branch
foo = GetFoo();

Environment.GetEnvironmentVariable("VERBOSE" // (3) taking true branch
verbose = true;
Log(foo, verbose);
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[Tonmep Tpacchl

static void Log(Foo foo, bool verbose) {
if (verbose)
Console.WritelLine(foo.Message);

static void Main(string[] args) {
Foo foo = null; bool verbose = false; // (1) foo is assigned to null
if (args.Length > @) // (2) taking false branch
foo = GetFoo();
if (Environment.GetEnvironmentVariable("VERBOSE") == "yes") // (3) taking true branch
verbose = true;

Log(foo, verbose);l// (4) NRE occurs inside method Log
}
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[Tonmep Tpacchl

static void Log(Foo foo, bool verbose) {
if (verbose)

Console.WriteLine(foo.Message);l{//(5) NRE occurs here

static void Main(string[] args) {
Foo foo = null; bool verbose = false; // (1) foo is assigned to null
if (args.Length > @) // (2) taking false branch
foo = GetFoo();
if (Environment.GetEnvironmentVariable("VERBOSE") == "yes") // (3) taking true branch
verbose = true;
Log(foo, verbose); // (4) NRE occurs inside method Log
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MNHCTPYMEHTbI MOMCKA CIOMKHbIX OLLMOOK

e SharpChecker, ISP RAS
* Coverity, Synopsys

» Klocwork, Rogue Wave Software

* dotTest, Parasoft = PARASOFT
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SharpChecker

* CUMBO/IbHOE BbINOJIHEHWE ANA NOUCKA CNOXHbIX OLWMOOK, BKAOYAA
MmexxnpoueaypHbIn aHanm3

* becnnaTHaA NnpobHasa BepcuaA, KOTOPYIO MOXKHO 3aNyCTUTb Ha Ballem
3aKpbITOM KoZe



YacTb 3. HTerpauusa B npouecc paspaboTku

CobpaJioch - B peJins!

O’REILLY"
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TunnyHoe nepBoe NCrnoJsib30BaHWE

BAD_COPY_PASTE 2 NO_CAST.INTEGER_OVERFLOW 95 NRE.RET.USER.PROC 3
CAST_AFTER_CHECK 1 NO_LOCK.STAT 107 NRE.RET.USER.PROC.ARGUMENT 3
HANDLE_LEAK 78 NRE 7  NRE.RET.USER.PROC.STATISTICAL 30
HANDLE_LEAK.EXCEPTION 401 NRE.ARGUMENT 20 SIMILAR_BRANCHES 20
HANDLE_LEAK.EXCEPTION.D 251 NRE.DEREF_AFTER_AS 4 UNREACHABLE_CODE 94
HANDLE_LEAK.EXCEPTION.W 79 NRE.DEREF_AFTER_AS.INSTANT 1 UNREACHABLE_CODE.EXCEPTION 9
INFINITE_LOOP 1 NRE.DEREF_AFTER_NULL 18 UNREACHABLE_CODE.SYNTAX 3
INVARIANT_RESULT 578 NRE.DEREF_AFTER_NULL.ARGUMENT 3 UNUSED_VALUE 22
NO_BASE_CALL.LIB 8 NRE.NULL_AFTER_DEREF 27 WRONG_ARGUMENTS_ORDER 1
NO_BASE_CALL.STAT 6 NRE.RET.LIB.PROC.Container.STATISTICAL 6 WRONG_SEMICOLON 1
NO_CAST.INTEGER_DIVISION 25 NRE.RET.LIB.PROC.STATISTICAL 10

Total : 1914



TnnnyHoe nepBoOe NUCNOb30BaHME
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Kyaa BCTpanBaTb CTaTUYECKUIMN aHaNU3

* B IDE, noKa3biBaTb pe3ynbTaTbl aHaNM3a NPAMO BO BpemA HanucaHuA
Ko4a

* [locne nokanbHoOM cbopKU
* B cuctremy code review

* [Tocne HoYHOM cHOPKMU



SonarQube

* NNogaepKa pa3/IMYHbIX aHaAU3aTOPOB

* MHTEerpauyma c cmctemamm cbopku
* MHTerpauyma c bar-tpekepamm
* YnobHbIN BEOG-MHTEPPEUNC

 https://nemo.sonarqube.com

Architecture & Design

Comments

Sources

Coding rules

Potential bugs

Duplications

Unit tests

Eﬁ-mplex ity
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https://nemo.sonarqube.com/

vedun@ispras.ru

telegram: @vkkoshelev

http://sharpchecker.ispras.ru

Bonpochl
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